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JOB DESCRIPTION 

TITLE 
Physical Security Systems Administrator   

NUMBER 
  50033184 

JOB FAMILY 
Corporate Services 

GRADE 
9 

DATE LAST REVIEWED 
June 2014 

FLSA CLASSIFICATION 
  Exempt 

SUMMARY 
Responsible for the essential physical/hardware components of the company’s access control, intrusion 
detection, and CCTV systems. Provides day-to-day operational support of the various security 
infrastructures and assists in installation, maintenance, and service as well as providing technical support 
for all physical security devices, systems and components utilized throughout the service territory. 
 
Upholds the safety compliance standards inherent in PSE’s operating and/or field procedures related to 
work responsibilities. Promotes and supports a culture of total safety. 

RESPONSIBILITIES 
 Provides daily oversight for all distributed physical security infrastructure devices, hardware and 

components supporting access control, intrusion detection and CCTV systems. 
- Performance tuning at the application and network levels. 
- Maintains a record of all security devices deployed in the field.  
- Coordinates and manages the Preventative Maintenance and Service program for all security 

devices (NERC CIP  and non-NERC CIP devices) 
- Responds to requests and resolves issues in a professional and efficient manner. 
- Performs various programming and technical project/administrative related activities on the 

systems. 
- Manages security integrators during installations and maintenance. 
- Carryout and oversees repairs and diagnostics of hardware issues, including system and door 

troubleshooting.  
- May guide/direct the workload of others in the department. 

 Provides project management and direction to contracted service providers while ensuring compliance 
with security guidelines and technical specifications. 

- Reviews and recommends logical and technical design. 
- Designs, develops and implements solutions for installations, upgrades, repairs and change-

outs. 
- Researches and deploys solutions and innovative techniques to manage security. 
- Completes final test and acceptance, as well as all required documentation. 
- Supports projects that leverage the physical security infrastructures. 

 24/7 on-call support 

 Performs other duties as assigned. 

MINIMUM QUALIFICATIONS / KNOWLEDGE / SKILLS / ABILITIES 
 Associate’s degree in electronics or relevant field, or equivalent combination of education and/or 

relevant work experience may substitute. 

 5 years prior related experience including 3 years in supporting and managing one or more of the 
following: 

- Physical security access control systems. 
- Intrusion detection systems. 
- CCTV systems.  

 Working knowledge of “depth in defense” concepts. 

 Experience with WAN/LAN network topology. 

 Proficient in low voltage wiring (including wiring readers, door contacts, cameras, inputs and outputs). 

 Experience utilizing MS Office suite (Excel, Word, Outlook). 
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 Strong project management skills. 

 Strong time management and organizational skills with attention to detail. 

 Strong written and verbal communication skills and demonstrated experience in making presentations. 

 Possess Washington state valid driver’s license.  

 May require carrying objects up to 50 lbs., working with basic power and hand tools, and working on 
ladders or in lifts up to 40 feet above ground level. 

DESIRES QUALIFICATIONS / KNOWLEDGE / SKILLS / ABILITIES 
 Low voltage license and/or licensed as an electrical administrator. 

 Prior experience in supporting security system installation and/or design. 

 Prior project management experience. 

 Working knowledge of the utility industry and operations. 

 


